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Executive Summary 
Each year the Office of the Chief Information Officer (OCIO) is required to produce various 
Information Technology (IT) reports:  

ǒ An annual report of the office (section 8B.9). 
ǒ An annual internal service fund expenditure report (section 8B.13, subsection 5). 
ǒ An annual report regarding total spending on technology (section 8B.21, subsection 6). 
ǒ An annual report of expenditures from the IOWAccess revolving fund (section 8B.33). 
ǒ An annual salary report (section 8A.341, subsection 2). 
ǒ An annual report regarding the status of broadband expansion and coordination, the 

connecting Iowa farms, schools, and communities broadband grant program established 
under section 8B.11, and the adequacy of the speed set in the definition of targeted 
service area in section 8B.1 

 
We are combining these related reports and generating one comprehensive report for clarity, 
completeness, and efficiency.  This approach to delivering on our reporting requirements has 
proved useful to the legislature, state agencies, citizens, and other interested parties.  Unless 
otherwise noted, this report addresses activities from July 2017 through June 2018. 
 
Government technology must be both effective and efficient while supporting the agencies that 
ultimately provide services. This means we have standards, we invest carefully, we measure 
what we do and not just against ourselves, but against the goals and objectives of government. 
We provide a mix of sourcing solutions that provide the right people, processes, and technology. 
 
FY2018 Highlights 

ǒ Implemented new Desktop Support model with third party provider 
ǒ Provided direct services to agencies 
ǒ Coordinated IT disaster recovery planning 
ǒ Awarded $1.3 million in Empower Rural Iowa Broadband Grants to 7 Iowa broadband 

providers 
ǒ Supported and participated in major agency transformations including investments, 

Requests For Proposals (RFP), and much more 
ǒ Released a new Cybersecurity Strategy for the State of Iowa 

 
 

Background 
The Office of the Chief Information Officer (OCIO) 
was created as an independent agency for the 
purpose of orchestrating the information 
technology (IT) resources of state government. 
The OCIO assigns and directs staff as required to 
support the IT requirements and initiatives of the 
Office, and to review and recommend approval of 
IT staff employment decisions in coordination 
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with the Department of Management. The Chief Information Officer is appointed by the 
Governor to serve at the pleasure of the Governor and is subject to confirmation by the Senate. 
 
The Office of the Chief Information Officer emphasizes six key goals designed to transform the 
State of Iowa’s information technology environment into a world-class, state-of-the-art portfolio. 
 

 
 

Figure 1: OCIO Key Goals 
 

Benefits to State Government 
Iowa Code Chapter 8B has the effect of 
centralizing accountability and oversight for 
information technology currently managed by 
state agencies into the Office of the Chief 
Information Officer.  
Among its many powers and duties, the OCIO 
has the authority to establish standards for IT used by participating state agencies, direct the 
work of participating agency IT staff, review and recommend approval of IT staff employment 
decisions in coordination with the Department of Management, and enter into contracts for the 
receipt and provision of IT services. 
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Funding 
OCIO operations and investments are primarily funded through three sources including the OCIO 
Internal Services Fund, IOWAccess Fund, and Technology Reinvestment Fund. 
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Figure 2: State of Iowa Enterprise IT Funding Sources 
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Enterprise Technology Initiatives 
The mission of the Office of the Chief Information Officer (OCIO) is to provide high-quality, 
customer-focused information technology (IT) services and business solutions to the 
government and to citizens. Our enterprise technology initiatives support our key goals 
including the deployment of more citizen services, improved collaboration, consolidation of IT 
commodities, increased efficiency, standardization, and transparency.  
 
In 2018, the OCIO worked across a broad range of projects and enterprise initiatives in 
alignment with these goals.  As an IT organization supporting services consumed by every 
agency of the State of Iowa (State), our key enterprise initiatives are conducted in addition to the 
day-to-day support activities required to keep government IT services operational and secure. 
These initiatives maintain alignment with key efficiency goals established by Governor Reynolds 
and with specific legislative mandates described below. 

 
Figure 4: 2018 Enterprise Initiatives 
 

Increased Citizen Services 
Iowans are the driving force behind all of our initiatives as we strive to develop innovative 
technology solutions for citizen-centric government. Helping citizens connect with state 
government is one of our key goals. We achieve this mission by helping to increase the 
availability of broadband access through the Empower Rural Iowa Broadband programs and by 
providing leadership across the enterprise to help agencies engage citizens through social 
media, online services, and Google My Business. 
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Broadband Coordination 
In 2015, the Governor signed into law Iowa’s Broadband Bill which defined both the policy and 
program framework required to catalyze the deployment of new high speed broadband 
infrastructure across the state. This legislation tasked the OCIO with organizing and developing 
a singular focused effort at accomplishing this goal. 
 
For more information about the status of broadband efforts in the State of Iowa, refer to 
Appendix C of this report. Regular updates concerning broadband program activities can also 
be found at https://ocio.iowa.gov/broadband. 
 
Digital Citizen Outreach 
 
53 state agencies participate in social media by posting an average of more than 35,000 
messages and Tweets per month.  Facebook and Twitter are the leading platforms with over 
34,000 followers on Twitter for @IowaDOT and over 125,000 followers for Iowa Tourism’s 
Facebook Page.  
 
In addition to connecting with citizens via social media, the OCIO offers Iowans the ability to 
subscribe to over 400 topics from more than 40 agencies.This service allows an Iowan to 
manage their subscriptions using a single account.  In FY18 subscriptions grew 935,620 people 
and businesses.  Just over 18 million messages were sent to over these subscribers.  Citizens 
may subscribe to these topics using the subscribe button on 
https://www.iowa.gov/subscribe-relevant-topics or by following instructions on  any of the 
agency websites using this service. 
 
Greater Efficiency 
As the enterprise technology leader, the OCIO is focused on using technology to empower an 
efficient government workforce, equipping civil servants statewide with the tools they need to 
serve Iowans. 
 
Standardization 
The best solutions are found when we integrate collaboration, enterprise focus and selective 
consolidation.  The OCIO undertook a number of enterprise technology initiatives in FY2018 to 
improve, enhance, and standardize IT services. 
 
Agency Support 
Technology Account Managers (TAMs) assist agencies with IT planning, budget, coordination, 
service delivery, and technology oversight tasks allowing agencies to forgo the duplication and 
expense of hiring a dedicated information technology manager for their agencies.   
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OCIO Average Host Vulnerability Score 
This score is indicative of the State’s potential vulnerability to known threats, and provides 
visibility into one facet of the State’s security program.  The lower the score, the fewer potential 
vulnerabilities exist.   

Why are we doing this?  We are reducing known 
vulnerabilities in our systems. 
What was achieved?   
In 2018 we focused on increasing coverage and lowering 
host scores.  We partnered with agencies to zero in on 
refining endpoints (laptops, desktops, servers etc), 
implementing timely patch management, and 

communicating vulnerability risk. The results were dramatically lower vulnerability scores. 
 
Data source: Enterprise Vulnerability Management System (EVMS) 
 
Data reliability: This score is reflective only of the systems currently being scanned by EVMS. 
Vulnerabilities cannot be measured for systems without EVMS installed. 
 
Percent of State employees receiving security awareness training 
The OCIO Information Security Office (ISO) provisions and monitors the State’s security 
awareness training program. 
 
Why are we using this measure?  The State’s first line of defense in preventing a cyber-threat is 
its employees.  Cybersecurity is everyone’s responsibility and training is a critical part of our 
State’s Cybersecurity program.  Annual security training provides all State employees 
information about cybersecurity and their role in safeguarding data. 

 
What was achieved? Out of 16,089 state employees on record, 
10,908 (68%) have completed the training. Securing the Human 
Training was also offered to cities, counties and school districts 
in Iowa; however, their participation is not included in this 
performance metric. 
 
Data sources: Securing the Human Training VLE, data.iowa.gov 

 
Data reliability: The processes for enrolling employees in training varies by agency. 
Additionally, participation varies by agency as some agencies may offer training to only a subset 
of employees or participate in an alternative training. 
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